SURAJ KUMAR

Platform Engineer | Kubernetes | Terraform | AWS | DevOps | SRE

Gurugram, India | surajkumar.devp@gmail.com | +91-8290599756 | https://surajkr.dev | linkedin.com/in/dev-surajkumar |
github.com/imsurajkr

PROFESSIONAL SUMMARY

Platform Engineer and DevOps Engineer with 7 years designing, building, and operating production infrastructure on AWS, Azure, and
Google Cloud Platform (GCP). Expertise in Kubernetes, Terraform, Istio, Kong APl Gateway, Python, FastAPI, Docker, and CI/CD. Delivered
measurable impact: reduced platform tickets from 15 to 2—-3 per week and CVE triage from 3 days to 20 minutes. Led platform teams, built
developer self-service APIs, and improved reliability and security. Open to senior Platform Engineer and SRE roles.

TECHNICAL SKILLS

Cloud & Infrastructure: AWS, Azure, GCP, Kubernetes (EKS, AKS, GKE), Terraform, Docker, Infrastructure as Code (laC)

Platform & Networking: Istio, Kong API Gateway, Service Mesh, Networking, DNS, TLS, Load Balancing

Languages & Tooling: Python, Bash, Go, FastAPI, Git, Azure DevOps, CI/CD, Cloud Build, CodePipeline

Operations: Monitoring, Alerting, Incident Response, Cost Optimization, CVE Management, Security Scanning, Puppet, Nomad, Kubeflow
Practices: Platform Engineering, Site Reliability Engineering (SRE), DevOps, Blue-Green Deployments, Self-Service Platforms

PROFESSIONAL EXPERIENCE

Platform Engineer / DevOps Engineer 2

Kotak Mahindra Bank — Gurugram, India | October 2024 — Present

« Own Kong API Gateway and Istio service mesh for production banking workloads; enable blue-green deployments on customer-facing
systems.

« Built a Python CVE Visibility Platform that joins container scan results with live Kubernetes state, cutting security triage from ~3 days to 20
minutes.

« Automated database backups to Amazon S3 with lifecycle policies, improving disaster recovery and audit outcomes.

Lead DevOps Engineer

FiftyFive Technologies — India | July 2020 — October 2024

 Led a 4-person platform team supporting client engagements across AWS, Azure, and GCP.

« Designed and shipped a Kubernetes Self-Service API (Python, FastAPI, OIDC, Terraform) across EKS, AKS, and GKE; platform tickets
dropped from ~15/week to 2-3.

« Deployed and operated Kubeflow for ML workflows with quotas and guardrails so product teams could self-serve safely.

« Client engagements: Apica (1,075 days) — Nomad, Puppet, health monitoring, cost optimization; NIBE (1,835 days) — Azure 10T and AKS.

DevOps Developer
RoboMQ — India | January 2020 — May 2020
« Built DevLogger (company-wide log aggregation with RabbitMQ) and introduced Docker-based workflows and early Cl practices.

SELECTED PROJECTS

CVE Visibility Platform — Kotak Mahindra Bank
Python service correlating container scan results with scheduled Kubernetes workloads. Replaced quarterly PDF reports with a live
dashboard for security and auditors.

Kubernetes Self-Service APl — FiftyFive Technologies
Unified FastAPI self-service layer across EKS, AKS, and GKE with quotas and guardrails. Enabled teams to create namespaces, scale, and
fetch logs without platform intervention.

Infrastructure Health Monitoring System — Apica
Python monitor polling Nomad and Puppet into existing alerting pipelines. Turned silent infrastructure failures into actionable alerts and
supported cost optimization.

CERTIFICATIONS

Certified Kubernetes Administrator (CKA) | Certified Kubernetes Application Developer (CKAD) | Certified Kubernetes Security Specialist
(CKS) | Microsoft Azure DevOps Engineer Expert (AZ-400) | Microsoft Azure Administrator (AZ-104) | Red Hat Certified System Administrator
(RHCSA)

EDUCATION
Bachelor of Technology (B.Tech), Computer Science Engineering — JECRC University, Jaipur | 2020

ADDITIONAL INFORMATION

Built privacy-first browser-based DevOps tools (subnet calculator, PCAP analyzer, JWT decoder, YAML/JSON converter, traceroute
analyzer, certificate inspector) at surajkr.dev/tools. Maintain an Incident Room with guided troubleshooting for Linux, networking, TLS, and
Kubernetes. Technical writing at surajkr.dev/blog.

Open to senior Platform Engineer and SRE roles | Remote and hybrid friendly | surajkr.dev



